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Information Technology Act, 2000

Section 36 - Representations Upon I ssuance of Digital Signature Certificate

A Certifying Authority whileissuing a Digital Signature Certificate shall certify that--
(@) it has complied with the provisions of this Act and the rules and regulations made thereunder;

(b) it has published the Digital Signature Certificate or otherwise made it available to such person
relying on it and the subscriber has accepted it:

(c) the subscriber holds the private key corresponding to the public key, listed in the Digital
Signature Certificate;

1[(ca) the subscriber holds a private key which is capable of creating adigital signature;

(cb) the public key to be listed in the certificate can be used to verify adigital signature affixed by
the private key held by the subscriber;]

(d) the subscriber's public key and private key constitute a functioning key pair;
(e) theinformation contained in the Digital Signature Certificate is accurate; and

(f) it has no knowledge of any material fact, which if it had been included in the Digital Signature
Certificate would adversely affect the reliability of the representationsin clauses (@) to (d).

1. Inserted vide Information Technology (Amendment) Act, 2008.
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